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ABSTRACT

A memory-hard function (MHF) f;, with parameter n can be com-
puted in sequential time and space n. Simultaneously, a high amor-
tized parallel area-time complexity (aAT) is incurred per evaluation.
In practice, MHFs are used to limit the rate at which an adversary
(using a custom computational device) can evaluate a security sensi-
tive function that still occasionally needs to be evaluated by honest
users (using an off-the-shelf general purpose device). The most
prevalent examples of such sensitive functions are Key Derivation
Functions (KDFs) and password hashing algorithms where rate
limits help mitigate off-line dictionary attacks. As the honest users’
inputs to these functions are often (low-entropy) passwords special
attention is given to a class of side-channel resistant MHFs called
iMHFs.

Essentially all iMHFs can be viewed as some mode of operation
(making n calls to some round function) given by a directed acyclic
graph (DAG) with very low indegree. Recently, a combinatorial
property of a DAG has been identified (called “depth-robustness”)
which results in good provable security for an iMHF based on
that DAG. Depth-robust DAGs have also proven useful in other
cryptographic applications. Unfortunately, up till now, all known
very depth-robust DAGs are impractically complicated and little
is known about their exact (i.e. non-asymptotic) depth-robustness
both in theory and in practice.

In this work we build and analyze (both formally and empirically)
several exceedingly simple and efficient to navigate practical DAGs
for use in iMHFs and other applications. For each DAG we:

e Prove that their depth-robustness is asymptotically maxi-
mal.

e Prove bounds of at least 3 orders of magnitude better on
their exact depth-robustness compared to known bounds
for other practical iMHF.

o Implement and empirically evaluate their depth-robustness
and aAT against a variety of state-of-the art (and several
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new) depth-reduction and low aAT attacks. We find that,
against all attacks, the new DAGs perform significantly
better in practice than Argon2i, the most widely deployed
iMHF in practice.
Along the way we also improve the best known empirical attacks on
the aAT of Argon2i by implementing and testing several heuristic
versions of a (hitherto purely theoretical) depth-reduction attack.
Finally, we demonstrate practicality of our constructions by modi-
fying the Argon2i code base to use one of the new high aAT DAGs.
Experimental benchmarks on a standard off-the-shelf CPU show
that the new modifications do not adversely affect the impressive
throughput of Argon2i (despite seemingly enjoying significantly
higher aAT).

CCS CONCEPTS

« Security and privacy — Hash functions and message au-
thentication codes;

KEYWORDS

hash functions; key stretching; depth-robust graphs; memory hard
functions

1 INTRODUCTION

A memory-hard function (MHF) is a family of functions equipped
with an honest algorithm N for evaluating them such that N re-
quires a limited amount of (sequential) computation and memory,
yet no parallel amortized algorithm can significantly reduce the
product of space and time required per evaluation of the MHF.
Intuitively, the goal of MHFs is to limit the advantage (in terms
of dollar per rate of evaluation) that an adversary equipped with
a (potentially highly parallel) custom computational device such
as an FPGA or an Application Specific Integrated Circuit (ASIC)
has over the average honest user who only has an (essentially se-
quential) general purpose CPU at their disposal. In practice, MHFs
are useful in applications where we would like to limit the rate
at which an adversary can evaluate a particular function while
simultaneously not preventing honest parties from evaluating the
function at a moderate rate. An important family of such functions
are found in password based cryptography. For example we may
wish to limit the rate at which an adversary can evaluate a KDF or
password hashing algorithm in order to increase the difficulty of
the adversary performing dictionary attacks.

Data (In)Dependence. MHFs can generally be divided into two
categories. A data-dependent MHF (AMHF) is characterized by the
property that the memory-access pattern of N depends on the input
to the MHF. Conversely, if the property does not hold then we use
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the term data-independent MHF (iMHF). The latter are particularly
interesting in the context of password hashing as they naturally
resist a class of side-channel attacks (e.g. cache-timing attack [13])
which could potentially leak sensitive information about the inputs;
namely about the password being hashed. However this resistance
does come at a price; certain dMHFs such as scrypt have been
shown to enjoy strictly greater memory-hardness [9] then can
possibly be achieved by any iMHF [5]. Therefore, for practical MHF
applications where inputs are not sensitive (such as proof-of-work
protocols), it is generally preferred to make use of dMHFs such as
scrypt or Argon2d.

Recently an interesting hybrid MHF was proposed by the authors
of the Argon2 RFC [17] called Argon2id. The first part of the execu-
tion consists of an iMHF followed by a dMHF. Intuitively in order
to leverage any side-channel information gleaned about the dMHF
segment of a computation, the full iMHF part must first be com-
puted to test for each new input being matched against the leaked
information. Thus Argon2id represents a elegant middle ground
between time/memory resistance and side-channel resistance. Be-
cause of its use of the initial iMHF section, any improvements to
our understanding and construction of iMHFs would also directly
benefit an Argonz2id like construction, e.g. by improving the cost of
leveraging leaked side-channel information about data-dependent
part of a computation.

Memory Hardness. Several distinct hardness notions based on
memory have been considered in the literature. An early exam-
ple is (sequential) space complexity (e.g., considered in [37]) which
lowerbounds the minimum amount of memory required to eval-
uate a given function on a (sequential) computational device. In
the context of cryptography memory-bound functions were first
considered in [3, 27]. There, the complexity of a function is taken to
be the minimum expected number of cache misses in a computation
of the function.

More recently, memory-hard functions (MHFs) were introduced
by Percival [38] in the form of the scrypt algorithm. Intuitively
MHFs define the complexity of a function to be the minimum prod-
uct of the space and time required to compute the function (amor-
tized across a large number of concurrent evaluation). ! MHFs
have since found growing favor in the security and cryptographic
community. They have been proposed (and are being increasingly
used) for password hashing for use in storing credentials in a login
server and as key derivation functions in password based cryptogra-
phy. (For example in the recent Password Hashing Competition [2]
almost all of the entrants, including all finalists and the winner,
claimed some form of memory-hardness.) Memory Hard Puzzles
are also being increasingly used as the basis for Proof-of-Work
protocols underlying cryptocurrencies such as Litecoin [24], Doge-
coin [14], ZCash [47] and Ethereum [45].

iMHFs and Graphs. In a bit more detail, this class of iMHFs can be
characterized as iMHFs consisting of some static mode of operation
over (a fixed input-length) compression function. Both in theory
and in practice essentially all iMHFs are designed (or can be viewed)
as such. Whats more, the particular mode of operation can in turn

!For a brief discussion on the difference between memory-bound and memory-hard
see Appendix A.
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be viewed as directed acyclic graph (DAG) which describes how the
inputs and outputs of various calls to an underlying compression
function are related to each other. First used in [28] this method of
describing a function in terms of a DAG and compression function
has witnessed various incarnations both explicit [7, 11, 29, 30, 32, 35]
and implicit [4, 16, 21, 23, 26, 39, 46] to name just a few.

Put simply, the iMHF fi given by DAG G and round function h
is computed by labeling the nodes of G. The input(s) to fi are the
labels of the source nodes of G.? The labels of internal node v is
computed by applying a fixed round function A to the labels of the
parents of v.3 The output of fg is the label of the sink(s) of G.* If
G has n nodes then for any given input x, by computing the labels
one at a time in topological order, algorithm N can evaluate the
graph function f;(x) in time n using space n times the label size. In
practice h is chosen to be some cryptographic hash function. Thus
the memory-hardness of the graph functions is usually analyzed
in the random oracle (RO) model where h is modeled as an ideal
compression function (i.e. fixed input length RO).

Besides clarity gained by such a modular design, the real power
of describing fi in terms of G can be seen in [11, 12] where a lower-
bound on the memory-hardness of fg (in the parallel random oracle
model) is given in terms of the “amortized area-time” pebbling com-
plexity (aAT) of G or aAT(G) for short. This is a complexity notion
for a DAG given by measuring cost of an optimal strategy for a
game played involving placing pebbles on the nodes of G according
to two very simple rules.’ Intuitively, while any DAG on n nodes
gives rise to an iMHF which takes the same amount of resources for
the honest party using algorithm N, the memory-hardness of fg
grows as does aAT(G). This motivates the search for simple DAGs
with maximal aAT over all graphs of equal size.

Depth-Robust Graphs. Recently it has been shown that for a DAG
G to have high aAT it is both necessary [7] and sufficient [5] for G
to be very depth-robust.

An (e, d)-depth-robust directed acyclic graph (DAG) has the prop-
erty that after removing any subset of up to e nodes (and adjacent
edges) there remains a directed path of length d. By very depth-
robust we essentially mean that the product of e and d should
be large. The problem of constructing DAGs with extreme depth-
robustness was first investigated by Erdds, Graham and Szemerédi
in[31]. There, a graph on n nodes with indegree O (log(n)) is con-
structed® such that for certain positive constants c¢; and ¢z removing
any cin nodes leaves a path of length can. More recently Mahmoody,
Moran and Vadhan [35] adapted the construction of [31] such that
for every € > 0 and n > n. large enough [35] constructs a graph
Gy, on n nodes with indegree Q(log?) such that for any a € (0,1)
the graph is (an, (@ — €)n)-depth-robust.”

2 A node is called a source if it has no incoming edges.

3A parent of v is a node u such that G contains the edge (i, v).

4 A sink is a node with no out going edge.

5In some other works aAT(G) is lowerbounded by the closely related notion of “cu-
mulative pebbling complexity” of the graph [7, 11].

®The indegree of a graph is the largest number of incoming edges for any node in the
graph.

"To be precise, except for [31], the remaining works on depth-robustness from the
70s and 80s actually considered a vairant with edge removal instead of node removal.
However, for constant indegree graphs, as used in this work, the two notions are
effectively the same.



Session E1: Hardening Crypto

Originally, depth-robust graphs found theoretical applications
in proving lowerbounds on circuit complexity and Turing ma-
chine time [36, 42-44] and, quite recently, to prove lowerbounds in
the domain of proof complexity [1]. However, more recently [35]
used depth-robust graph to construct several Proofs of Sequential
Work; protocols allowing a prover to convince a computationally-
bounded verifier that a certain amount of sequential work was
done (despite the prover being capable of arbitrary parallel com-
putation). Yet more recently, strong connections have emerged
between depth-robust graphs and study of secure memory-hard
functions (MHF). [5, 7] In particular, [7] showed that if G is (e, d)-
depth-robust then aAT(G) > ed. The more depth-robust G the more
memory hard fi becomes.

New Requirements and Constraints for Practice. In contrast to
more theoretical applications of depth-robust graphs, both those
in [35] and those in the study of memory-hard functions impose new
requirements on the constructions of depth-robust (and high aAT)
graphs. This is because both types of applications require honest
parties to label a fixed concrete depth-robust graph G (though
with different round functions and to different ends). Moreover
the security and efficiency of the resulting constructions is tightly
related to the indegree of G and to the maximal e and d for which G
is (e, d)-depth-robust (or to the aAT G). In particular, the analogue of
a security parameter in more conventional cryptographic schemes
is the number of nodes of G. Thus, applications ask for a sequence
of graphs of increasing size n such that their respective depth-
robustness (or aAT) properties grow in n. Together these properties
of the applications impose the following new desiderata for depth-
robust graphs:

Low IN-DEGREE: For the MHF applications the round func-
tion h is modeled as a (random) oracle. In particular this
imposes the restriction that evaluating h requires having
all inputs in memory simultaneously. In practice though h
is implemented by a cryptographic hash function which
are iterative functions (e.g. using the Merkle-Damgéard con-
struction). This means that when the input x to h is long
then there is really no need to store all of x at once. Given
the importance of memory consumption to the security
definition it is important to minimize this discrepancy be-
tween the RO model and real world computation. Thus,
as the length of the (longest) input to & is dictated by the
indegree of G, to build a memory-hard function we would
like that the indegree of G be as small as possible (usually
2).

For the case of Proofs-of-Sequential-Work, the efficiency
of each protocol in [35] degrades significantly in the in-
degree of G. Therefore, in this case too we would like to
minimize the indegree.

ExTREME DEPTH-ROBUSTNESS & AAT: The security of cryp-
tographic applications discussed above is tightly tied to the
depth-robustness and aAT of the underlying DAG. Thus,
a good start is to use a family of graphs with asymptot-
ically maximal values in n for these measures. However,
while asymptotics provide some evidence for soundness
of a construction, in any given practical instance, it is the

1003

CCS’17, October 30-November 3, 2017, Dallas, TX, USA

exact security for the concrete parameters being used that
ultimately matters.

Therefore, going beyond asymptotic optimality we pro-
pose two further desiderata. First, the hidden constants
in the asymptotics should be made explicit and upper
bounded as far as possible. Second, we would like em-
pirical evidence supporting the claim that the graph has
high depth-robustness and/or large aAT. This can take the
form of evaluating the success of state-of-the-art depth-
reduction algorithms and of efficient pebbling strategies
that aim to minimize the pebbling cost of the graph. (The
latter algorithms can, in particular, give rise to evaluation
strategies for evaluating the iMHF f on a parallel devices
with low amortized space/time per instance. [5, 7])

SIMPLE & LocALLy NAVIGABLE: In all cryptographic applica-
tions honest parties are required to label the nodes of G. For
this to be made practical we would like to be able to provide
implementors with a simple, elegant and concise algorithm
for navigating the edge structure of the graph (in particular
for determining the parents of a given node). All past con-
structions of graphs with extreme depth-robustness (and
asymptotically optimal aAT) rely heavily on low degree ex-
pander graphs with extreme expansion properties. While
in theory well understood, in practice these can prove to
be either rather complicated with large (or at least poorly
understood) constants describing their expansion proper-
ties (relative to indegree) or to be simple but exhibiting
suboptimal expansion properties.

With the goal of wide spread adoption in mind it would
be useful to avoid generic expanders altogether. More to the
point, ideally we would like a graph equipped with a simple
algorithm (ie. consisting only of a few basic arithmetic and
control flow instructions) for computing the parent func-
tion in polylog time and space. More precisely given node
veVandie{l,...,indeg(v)} the algorithm outputs the
i parent node u of v in time (and space) O(log,(|V|)) with
only very small constants hidden in the O notation.

1.1 Existing Graphs and Their Properties

Due to a Lemma by Valiant [44] it follows that for any graph G on
n = 2K nodes with indegree § and any ¢ there exists a subset set § C
V of nodes of size |S| < dtn/(log(n)—t) such that removing S leaves
no path of length greater than 2k=t Several constructions of graphs
with low indegree exhibiting this asymptotically optimally depth-
robustness are given in the literature [31, 36, 42, 43] but all rely
on low (or constant) indegree expanders with extreme expansion
properties. The graphs in [35] also have indegree f)(log;2 (n)) rather
than log(n) which would be optimal for graphs of equal size and
depth-robustness.

Valiant’s upperbound on the depth-robustness of a graph and
the algorithm for pebbling non-depth-robust (i.e. depth-reducible)
graphs in [5] together imply that any graph has aAT at most
O(n? log log n/log(n)). All graphs graphs with (near) optimal aAT
are built from optimal depth-robust graphs [7, 11].

In contrast, for graphs with simple, locally navigable construc-
tions which do not rely on general expanders the asymptotics fall



Session E1: Hardening Crypto

well short of what we could hope to achieve. In particular, the
aAT of graphs used in iMHFs proposed for use in practice have so
far proven to be well below optimal [5-7, 10]. Of these the most
prominent is Argon2i [16] which won the recent Password Hashing
Competition and is rapidly establishing itself as the most widely
deployed iMHEF in practice.

Notational Remark: Argon2 has undergone several revisions
since it was first designed. Most of these modifications are minor
and are not relevant to our analysis since they do not affect the
underlying edge distribution of the underlying graph. However, in
version v.1.2 the edge distribution was modified from a uniform
distribution to a new non-uniform distribution. Thus, we use Ar-
gon2iA and Argon2iB to distinguish between the two underlying
edge distributions used in the various iterations of the Argon2i
function. In particular, our analysis of Argon2iB covers v1.2, v1.2.1
and v.1.3 along with any potential future versions of Argon2 that
maintains the same edge distribution. We use Argon2iA to refer
to the earlier versions of Argon2i which used the uniform edge
distribution. We choose to study Argon2iA in addition to Argon2iB
because the uniform edge distribution is quite natural and has been
adopted by other iMHF candidates [22].

For the graphs underlying Argon2iB and Argon2iA the results
in [7, 20] show their aAT to be at most O(n'-7677) and O(n!-7%%)
respectively. Graphs for other iMHFs such as both Catena func-
tions and the Balloon Hashing functions have aAT O(n'-%7) or
even o(n!-%2%). Similar results [10] hold for the graphs used in
Pomelo [46], Lyra2 [4], Rigv2 [23], Gambit [39] and TwoCats [26].

To the best of our knowledge, no effort has been made for depth-
robust graphs nor for high aAT graphs to optimize the construction
(or their analysis) to achieve good constants. In fact no such analysis
has been done prior to this work. In Appendix D we show that for
the depth-robust graph of [31] the proof in that work implies that
the (constant indegree version of the) graph is (e, d)-depth-robust
for ed = cn?/log(n) where ¢ = 4.72 x 107" The graph underlying
the Argon2iA is only known [5] to have aAT n5/3/(c log2 n) for
¢ = 9.6 x 107, and the graph underlying Argon2iB is only known

to have aAT Q (n7/ 4) [20] — the authors of this very recent paper

do not provide an explicit constants for their lower bound.

1.2 Our Results

In a nutshell, we make progress towards bringing the constructive
applications of depth-robust and high aAT graphs into practice.
First we build and analyze a very simple and locally navigable
sequences of graphs with indegree 2 and asymptotically optimal
depth-robustness. We give an upper bound for the hidden con-
stants an order of magnitude smaller then any known bound, even
for the best theoretical construction ([31]). We also give a second
construction with similar properties but for high aAT. For this we
upper bound the hidden constants in its aAT to be two orders of
magnitude smaller than the best known for any graph with optimal
asymptotic aAT.

Finally we implement the graphs in software and run a variety
of state-of-the-art depth-reduction and low aAT attacks for graph
sizes used in practice. We compare the the results very favorably to
those of similar experiments for the DAGs underlying Argon2iA and
Argon2iB. In particular the empirical results indicate that the hidden
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constants for the depth-robustness and aAT of our constructions
are vastly smaller than we are able to bound rigorously. In more
detail we do the following.

DRSample. In Section 3 we introduce algorithm DRSample for
sampling the parents of nodes in a random DAG G of size n. Next
we prove a probabilistic bound on the parameters of the depth-
robustness of G. In particular, G is (Q(n/log n), Q(n))-depth-robust
except with negligible probability which is optimal. Our proof ac-
tually shows that G satisfies a stronger variant of depth-robustness
called block depth-robustness [7] with block sizes of length b =
Q(log n). Intuitively, this ensures that G — S contains a long path
p which maintains distance b from S meaning that for any x € p
none of nodes [x, x + b] are contained in S.

aATSample. In Section 4 we introduce algorithm aATSample
which modifies an arbitrary locally navigable block depth-robust
DAG G with a simple operation so as to obtain a new locally nav-
igable graph G’. We show how to transform an exact (i.e. non
asymptotic) lowerbound on the aAT of G into a higher exact lower-
bound on aAT of G’. In particular we can use DRSample for G and,
combining the results from the previous section with those in [7]
relating depth-robustness to aAT, we obtain the necessary exact
lowerbound on the aAT of G.

Empirical Analysis. In Section 5 we provide empirical evidence
for the suitability of both families of graphs.

IMPLEMENTED ATTACKS: For attacks we implement 6 depth-reducing
algorithms — algorithms for finding small sets S of nodes for reduc-
ing the depth of a given graph. The first is taken from the attack
in [5] while the other four are variants of Valiant’s algorithm in [44].
The last one (called “Best Attack”) simply takes the smallest set S
found by any of the other algorithms for a given target depth.

We also implement the parallel pebbling attack of [5] which
produces a low aAT pebbling of a given DAG G given a (sufficiently
small) depth-reducing set S. In particular the algorithm makes use
of Best Attack as a subroutine and searches for optimal parameters
for running the [5] pebbling algorithm.

IMPLEMENTED GRAPHS: Next we implement 8 graphs, Argon2iA,
Argon2iB, DRSample, aATSample as well as a variant of the latter
requiring less randomness to sample (a valuable commodity in some
practical applications) but for which the formal analysis about the
constants (and asymptotics) carry over almost unchanged. Finally,
for applications where no randomness is available at all, we also
implement a fully deterministic “Powers-of-Two” graph. This latter
graph is also exceedingly simple and efficient to implement both
in hardware and software requiring nothing other then a single
mod (potentially even a power of 2) operation and one bit-shift to
compute the parent function.

SECURITY: Our first contribution in this section is to show that,
in practice, depth-reduction techniques based on Valiant’s lemma
actually outperform the Layered depth-reduction attacks of [5]. At
least in the cases of the Argon2i graphs this is somewhat surprising
as asymptotic analysis of Layered for those particular graphs indi-
cates that it should perform significantly better then asymptotics
known to hold for Valiant’s lemma (albeit on an arbitrary graph).
In practice, the converse seems to be true, at least for Argon2iA,
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Argon2iB, DRSample and the Powers-of-Two graph. (We believe
this to indicate that, even in theory, the behavior of Valiant’s lemma
merits further investigation.)

Next, we describe and analyze the results of running the Best
Attack depth-reducing algorithms against each of the graphs on
sequence of interesting graph sizes for use in practice. We found
that all new constructions fare significantly better than Argon2iB.
Amongst the new constructions DRSample seems to be the most
depth-robust of all. For example, in order to reduce the depth of the
Argon2iB graph on n = 224 nodes to approximately 4 x 10° a set of
size |S| = 6.7 x 10° was found while for DRSample no set smaller
than |S| > 12 x 10°> was found. Recall that when G is (e, d)-depth-
robust then aAT(G) > ed. For Argon2i-B the (e, d) point with the
highest such product we found was 2.5 x 10!! while for DRSample
we found a point with ed ~ 5 x 1012,

Finally, for each graph we analyze its aAT complexity empir-
ically by simulating the parallel pebbling attack of [5] using as
input the best depth-reducing sets found in the last step. Here too
the new constructions fared better than either version of Argon2
(though the fully deterministic construction only marginally so).
Once again DRSample and its variants proved the most resilient
though aATSample was a close second. For example, when n = 224
(which corresponds to 8GB of memory when using Argon2’s com-
pression function which can be computed in roughly 1.25 seconds)
we see the aAT of the attack on Argon2iB is roughly 11.5 times
better than the honest algorithm while against DRSample the im-
provement is only 3.4 fold.

IMPROVED ATTACKs: Along the way we also improve the best known
empirical results for low aAT and depth-reduction attacks on both
Argon2iA and Argon2iB compared with the state-of-the-art in [6].
For example, when evaluating Argon2iB with one pass over 8GB
of memory our new low aAT attack is now almost 11.5 times more
efficient than the honest algorithm (compared to 9.3 times more
efficient in [6]). For a similar evaluation of Argon2iA we improve
from 14.2 to 19 times the honest algorithms efficiency. This may
be somewhat unexpected in light of the fact that, compared to
Valiants lemma, the best (known) lowerbounds for the attacks on
those graphs are actually better for the Layered depth-reduction
algorithm used in [6]. Never-the-less, in practice our experiments
indicate that Valiant’s approach seems to work better.

TiMING: Finally we also report on experiments measuring the time
required by the honest evaluation algorithm for evaluating an
iMHF obtained by using DRSample with Argon2iB’s compression
function on an off-the-shelf general purpose CPU. We show that
for the same number of calls to the underlying round function
the new iMHF can be evaluated marginally faster than Argon2iB
demonstrating that Argon2i could be easily modified to use the
new edge distribution without adversely impacting its impressive
speed/throughput.

1.3 Discussion

To be clear, although we believe these results represent significant
improvements in terms of practical applicability compared to past
graph constructions, the constants for the depth-robustness and
aAT which we are able to prove still leave something to be desired

1005

CCS’17, October 30-November 3, 2017, Dallas, TX, USA

for graphs of the size we would like to use in practice (e.g. n = 222 is
areasonable value). However, the empirical results strongly indicate
that an iMHF using our new constructions are both as (or even
more) efficient for the honest user while simultaneously resulting
in significantly greater memory-hardness when compared to the
state-of-the-art in practical iMHFs. With this in mind we view the
theoretical techniques introduced in this work for bounding the
constants of the new constructions as a strong starting point for the
further investigation into tightening the bounds. We conjecture that
the graphs presented here do in fact achieve constants of practical
interest as evidenced by the failure of otherwise powerful attacks.

2 PRELIMINARIES

We begin with some notation and definitions central to this work.
We denote the set of natural numbers by N = {1,2,...}. Fora < b
both in N we denote the set {a,a + 1,...,b} by [a, b]. In particular
[1, n] is denoted simply by [n]. We denote the set of w-bit strings
as By, = {0,1}" and the set of all bitstrings by B = U, ¢[,)Bw. We
use log x = log, x to denote the base 2 logarithm.

For a directed acyclic graph (DAG) G = (V, E) the indegree of a
node v € V is the number of incoming edges. That is indeg(v) :=
[{(u,v) € E}|. Conversely, the outdegree of v is the number of out-
going edges outdeg(v) := |{(v,u) € E}|. More generally, the inde-
gree of G is max{indeg(v) : v € V}. A node with indeg(v) = 0
is called a source and a node with outdeg(v) = 0 is called a sink.
We write Gy, for the set of all DAGs on n nodes and G, s € Gy
for the set of DAGs with indegree §. The length of a (directed)
path p = (v1,v,...,vz) in G is the number of nodes it traverses
length(p) := z. The depth of G is the length of the longest directed
path in G. The parents of a node v is the set parents(v) :={u € V :
(u,v) € E} of nodes with an outgoing edge leading v and similarly
the children of v are the nodes children(v) := {u € V : (v,u) € E}
with an incoming edge from v. Continuing the analogy, the an-
cestors of v are all nodes with a directed path from u to ». That
is ancestorsg(v) := {u € V : (u,...,v) a path in G}. When the
graph G is clear from context we omit the subscript. Finally, for
the sake of brevity, in this work, when we say that a set of nodes
S is being removed from a graph G we implicitly also mean that
incident edges to those nodes are removed. We denote the resulting
graph by G - §S.

The following (parametrized) combinatoric property of the edge
structure of a DAG is central to this work. For large values of the
parameters it captures the intuition that the graph remains deep
even even when large arbitrary subsets of the nodes are removed.

Definition 2.1 (Block Depth-Robustness). For n € Nlet G = (V,E)
be a DAG with an implicit number of its nodes V' = [n]. Given
S C Vet N(S,b) = Uyeslv — b + 1,v]. We say that a DAG G is
(e, d, b)-block depth-robust if

VS C V |S| < e = depth(G - N(S,b)) > d.
When b = 1 we simply say that G is is (e, d)-depth-robust.

We will utilize the following lemma in our security analysis.
Lemma 2.2 is a slight generalization of a result of Valiant [44], and
we refer to attacks based on this lemma as Valiant’s Lemma Attacks.

LEMMA 2.2. Let baseb € N3 be given and let G = (V = [n],E)
be any n node DAG with depth(G) < b? and maximum indegree
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indeg (G) < & then there is an efficient algorithm to compute subsets
S1,...,Sq €V with the following properties:

(1) Forall T C [d] we have depth (G — U;c7 Si) < b4~ IT1.
@ L, 18] < on.

2.1 Graph Pebbling

The results in [11] showed how to construct provably secure MHF
from any graph with high aAT. With that in mind we now for-
mally define this complexity notion laying the groundwork for the
analysis of our second construction. aAT is defined via the parallel
black pebbling game, a natural generalization to a parallel setting of
the original (sequential) black pebbling game [25, 34]. The game is
played in a sequence of moves consisting of placing and removing
pebbles on the nodes of a given DAG according to certain (very
simple) rules until all target nodes have been pebbled.

The complexity of such an execution is the sum of two values.
The first summand is the sum of the number of pebbles on the
graph across all steps which is called the “cumulative pebbling
complexity” (CPC) of the execution. The second summand is the
sum of number of times a pebble is placed on the graph. Intuitively,
CPC is the amortized cost of storage (i.e. storing a label for one
time step) while the second term captures the amortized cost of
computation. Before being added to CPC, the second summand is
multiplied by the core-memory ratio R. This ratio is a parameter
of the complexity notion aAT denoting the ratio between the cost
of computation vs. storage. More precisely R is the on-chip area
of a circuit computing the compression function divided by the
on-chip area required to store one label. In the case of Argon2’s
compression function and labels the authors proposed R = 3000 as
a realistic setting for that parameter [18] (which is the value we
used in all of our experiments). For more intuition and in-depth
explanation for aAT we refer the to [18] and [5] (where the notion
is referred to as “energy” complexity).

We fix our notation for the parallel graph pebbling game follow-
ing [5].

Definition 2.3 (Parallel/Sequential Graph Pebbling). LetG = (V,E)
be a DAG. A pebbling configuration is set P; C V. Let S,T C V be
pebbling configurations. A pebbling P = (Py, P1, P, ..., P;) with
starting configuration Py = S for target T is a sequence of pebbling
configurations such that all target nodes are pebbled:

VoeT3dz<t:veP,.

The pebbling P is called legal if pebbles are only places on nodes
whose parents are already pebbled:

Vi € [t]

The pebbling P is called complete if S = @ and T is the set of
sinks of G. For a sequential pebbling we add the constraint that
[P; \ Pi—1] < 1, while no such constraint applies for a parallel
pebbling.

Let IT be the set of all legal and complete parallel pebblings of
G. Then for (implicit) core-memory ratio R > 0 the cumulative
pebbling complexity (CPC) and the amortized area-time complexity
(aAT) of a pebbling P and graph G are defined to be:

cpe(P) = " |Pil

i<t

: v € (P;\ Pi-1) = parents(v) C Pi_1.

cpc(G) := min{cpc(P) : P €I}
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aAT(P) := cpc(P) + R = Z |P; \ Pi_1]
i€lt]
aAT(G) := min{aAT(P) : P € II}.
More generally, let I denote the set of legal parallel pebblings of G
with target set T and starting configuration Py = 0. The cumulative
pebbling complexity (aAT) of pebbling a graph G with target set T
is defined to be:

aAT(G,T) = min{aAT(P) : P € IIT}.

For the sake of brevity, when it is clear from the context that a
pebbling is legal and complete we will refer to it as simply a pebbling
of G.

Clearly for any pebbling P (and thus for any graph) it holds that
aAT(P) > cpc(P) (regardless of the core-energy ration) and so a
lowerbound on CPC is also a lower bound on aAT.

We will need the following result from [7].

THEOREM 2.4 (COROLLARY 2 IN [7]). Given a DAGG = (V,E) and
subsetsS, T C V suchthatSNT = 0 letG’ = G—(V \ ancestorsg_s(T)).
If G’ is (e, d)-depth robust then the cost of pebbling G — S with target
set T isaAT(G — S, T) > ed for any core-energy ration R > 0.

Finally we use the notion of quality from [5] to evaluate how
good a given pebbling strategy P is. Intuitively quality captures
the multiplicative advantage of an attacker compared to the hon-
est (sequential) evaluation algorithm. More precisely, if Py is the
honest pebbling strategy for a DAG G then the quality of pebbling
P for that DAG is given by aAT(Pp/)/aAT(P). In other words, if P
has quality 10 then an attacker evaluating the iMHF f; based on
the pebbling strategy P will have 10 times less amortized area-time
complexity than the honest algorithm.

All graphs considered in this work have the same type of honest
pebbling strategy; namely pebble the nodes one at time in topolog-
ical order while never removing a pebble from the DAG. Thus in
each case aAT(Py/) = n(n + 1)/2 + Rn. In particular, following the
recommendation of [18] we used R = 3000 in our experiments.

3 A SIMPLE VERY DEPTH-ROBUST GRAPH

In this section we give the main construction (c.f. Algorithm 1)
which is a very simple and efficient algorithm for sampling a DAG
from a particular distribution enjoying extreme depth-robustness
with high probability. It is clear by inspection that DRSample only
returns acyclic graphs of size n and indegree (at most) 2. It is also
easy to see that the graphs are simple and locally navigable —
the GetParent function, which returns the i"* parent of a node v,
requires O(log(n)) simple arithmetic operations.

Construction Intuition. Given a DAG G = ([n], E) and a directed
edge e = (u,v) € E from node u to node v we define the distance
of the edge to be dist(e) = v — u. Now consider partitioning the
set of all potential directed edges into buckets Bi, Bz, ... where
Bi = {(w,v) : 27! < dist(u,v) < 2'}. We will want to prove
that our construction DRSample satisfies a property called “local-
expansion” (defined formally in the proof of Theorem 3.1), which
can only be achieved if the set E N B; is reasonably large for each
bucket B; with i < log, n. Intuitively, in DRSample we ensure each
of these buckets will have comparable size by selecting the parent
of each node v as follows: first select a bucket B; with i < log, v
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uniformly at random and then select a parent u uniformly at random
subject to the constraint that 2/~ < dist(u, v) < 2/, or equivalently
(u,v) € B;.By contrast, in constructions like Argon2iA or Argon2iB
we will have very few edges in buckets B; with small i > 1, a
property that is exploited by depth-reducing attacks [5, 6].

Algorithm 1: An algorithm for sampling depth-robust graphs.

Function DRSample(n € Nx3):
V= [v]
E:={(1,2)}
for v € [3,n] andi € [2] do
‘ E := EVU {(v, GetParent(v, 1))}
end
return G := (V,E).

// Populate edges
// Get i*" parent

Function GetParent (v,i):
if i = 1 then
' u=i-1
else

g <1, [logz(v)J +1] // Get random range size.
// Don’t make edges too long.
// Get random edge length.

g := min(v, 29/)
r—[max(g/2,2),g]
end
returnov —r

We prove a bound on the depth-robustness parameters of graphs
sampled by DRSample in terms of n. At the highest level, the proof
follows that in [31]. However we depart in several ways. First, we
consider a different graph than [31] so, naturally, any statements
that depend directly on the edge structure of the graph need to be
reproven. In particular, the key lemma about the expansion proper-
ties of the graph needs a new approach (c.f. Lemma 3.3). Second, as
our graphs are sampled randomly, we make probabilistic statements
rather than absolute ones. Consequently, our proof technique now
requires some probability theoretic techniques on top of the original
combinatoric approach of [31]. Third, we have attempted to opti-
mize the constant factors in the proof to the extent possible even if
it makes the proof slightly more complex. By contrast, [31] seem
to focus on obtaining a simple proof even if this simplicity comes
at the cost of worse constant factors. We begin with a high level
outline of the proof followed by a detailed exposition. Thus we use a
new techinque to analyze even the purely combinatoric Lemma 3.2.

Proof Outline. The proof considers a graph G sampled by DRSample.

First, we remove an arbitrary set of nodes S of size O(n/log(n)) (and
incident edges) from G. Next, for the remaining nodes in G we de-
fine a notion of a “good” node. Intuitively, these are nodes such
that not too many of their neighbors were removed. The proof con-
cludes by showing that Q(n) of the remaining nodes must be good
and that, with high probability, there remains a path p running
through all good nodes. In particular after removing S graph G still
has depth ©(n).

To show that p likely exists we use the following term. For a pair
of nodes v and u are “reachable” if there remains a (directed) path
connecting u and v (either from u to v or vice versa). It is shown
that for any good node, with high probability a large fraction the
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remaining nodes are reachable. Thus we can then show that any
pair of good nodes are reachable. In particular we show that, with
high probability, there is at least one node between the two good
nodes that is reachable by both. Thus we can now construct p by
connecting all the good nodes.

The details follow. We begin by stating the claim formally.

THEOREM 3.1. Forn € N let G «+— DRSample(n). ThenPr[G is (e, d, b)—

block depth-robust] > 1 — negl(n) where

e>2.43%x10"*n/logn = Q ( ) ,d>0.03n=Q(n),

o
log(n)
b > 160logn = Q(logn).
In particular,
Pr [aAT(G) >7.3X%X 10_6n2/log(n)] > 1-negl(n) .

Remark: For G « DRSample(n) we have aAT(G) > ed > 7.3 X
1076 l"—z by [7]. While the constant 7.3 x 107 is admittedly lower

ogn
than one would desire in practice we point out that this is only a

lower bound. In Section 5 we empirically demonstrate that DRSample(n)

resists depth-reducing attacks, and appears to resist known at-
tacks better than all other known iMHF candidates. Improving the
constants from the lower bounds is indeed an important theoret-
ical challenge. For comparison we note that the constant terms
in all known theoretical lower bounds on aAT(G) for other iMHF
constructions are also quite small. For example, Alwen et al. [7]
were able to show that Argon2i-A and Argon2i-B have aAT(G) =

Q (ns/ 3). If we include the hidden constants then the bound be-

comes aAT(G) > cn5/3/logn with ¢ = 1.04 x 1078 which is two
orders of magnitude smaller than the constant we are able to prove
for DRSample.

The Meta-Graph. Before we analyze the block depth-robustness
of G we first introduce the notion of a meta-graph [7]. As Claim 1
says G will be block depth-robust if and only if G, is depth-robust.

Fix an arbitrary integer m € [n] set n’ = |n/m]. Given a DAG G
we will define a DAG Gy, called the meta-graph of G. For this we
use the following sets. For alli € [n’]let M; = [(i—1)m+1,im] C V.
Moreover we denote the first and last thirds respectively of M; with

=)
e
2
Ty

1
T}+1,im]§M,-.

ME = [(i—=)m+1,(i - Dm + e M,

and

MF =[(i - m+

We define the meta-graph G, = (Vi, Em) as follows:

Nodes: V,,, contains one node v; per set M;. We call v; the
simple node and M; its meta-node.

Edges: If the end of a meta-node M{“ is connected to the be-
ginning M JF of another meta-node we connect their simple
nodes.

Vin ={vi i € [0']} Em = {(vi,v)) : EN (M} x M) # 0}

We remark that the parameter 0 < y < % is a constant that we
will optimize later. Claim 1, a simple extension of a result from [7],
says that any path of length d in G, corresponds to a path of length
> dy in G. This suggests that we may want to select y as large as
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possible. However, increasing y reduces the probability that two
meta-nodes in G, are connected by an edge.

Cramm 1. IfGyy, is(e, d)-depth robust then G is (e/2, dym, m)-block
depth robust.

Proor. FixanysetS C V ofsize e/2. We say that anode v; € Vi,
in the meta-graph is unaffected by Sif MiNJ,es {v —m + 1,...,v}
0. Thatis G — Jyes {fv —m+1,...,v} contains every node in the
set M;. Let S, C Vi, denote the set of nodes affected by S. Formally,
Sm={vi€eVm : MinUgpes{v-m+1,...,0} £ 0}.

We now claim that |Sy,| < e. To see this we observe that the set

U{v—m+l,...,v}

can intersect at most e meta-nodes because for each v € S the
set {v —m+1,...,v} intersects at most two meta-nodes. Thus, S
affects at most e nodes in Gy,.

Since G, is (e, d)-depth robust there remains a path ¢’ of length
d in Gy, — S, To complete the proof we observe that ¢’ corresponds
toapathpinG—Jyes {v—m+1,...,0} of length

length(¢) > ylength(¢")m > ydm.

In particular, the path ¢ goes through the middle y nodes of the
d meta-nodes corresponding to ¢’. Since each of corresponding
meta-nodes in ¢’ is unaffected by S the path ¢ is still contained in
G—Ugpes{v-m+1,...,0}. O

Proof of Theorem 3.1.
We begin by fixing some useful notation and terminology.

I,(r) and I};(r): The interval of r nodes preceding (or suc-
ceeding) v in G,. That is I,(r) = [v —r + 1,v] NV, and
L) =[v,o+r—11NVp.

Gm = (Vim,Em): FixasetS c Vi, = [n'] with |S| < cn’
for some constant ¢ > 0 (to be determined later) and let
Gm = (Vin, Em) be the graph obtained by removing nodes
in S (and incident edges) from Gp,.

Good node: Let ¢ > 0 be a constant. Intuitively a node v €
Vi is called c-good under S if at most a c-fraction of nodes
in any interval starting or ending at v are contained in the
set S. More precisely v € Vy, is c-good if and only if both
of the following hold:

e Vre|v] [,(v)NS| <cr

e Vre[m—-v+1] |I;k(v)05| <cr.
We say a node v € Vy, is c-bad under S if v is not c-good
under S. When the set S of removed nodes is clear from
context we will simply write c-bad or c-good.

Reachable node: A node u € V,, is said to be reachable
forv € Vi, under S if there exists directed a path in G,
connecting u to v or v to u.

Ry, s(r) and Rz’s(r): The set of reachable nodes in the pre-

ceding (or succeeding) intervals of size r around node v.
More precisely Ry, s(r) = {u reachable for v : u € I,(r)}
and R} ((r) = {u reachable for v : u € I;(r)}.

Local Exl;ander: Given ¢ > 0 and r* € N we say that a
node v € V, is a (c, r+)-local expander if for all r > r=
we have (1) for all subsets A C I,(r),B C I}, (r) of size
|A|,|B| = cr there exists an edge from Ato B (E, NAX
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B # 0), and (2) for all subsets A C I,(r),B C I_.(r)
of size |A|,|B| > cr there exists an edge from A to B (
EmnNAXB#0).

Note that the notion of c-good nodes is independent of the edge
structure of G, (and thus of G). To determine whether a node v is c-
good it suffices to only consider the specific set S of removed nodes.
By contrast, if a node is a local expander or not is independent of a
particular set S of removed nodes, as this property depends only
on the edge structure of G, (i.e. of G).

The following claim states that even if a linear number of nodes
are removed from G there still remains a linear number of good
nodes in Gy,. Claim 2 simply restates a result of [31, Claim 2]. The
claim holds independently of the edge structure of G,.

Cramm 2. [31, Claim 2] Let G = (V, E) be an arbitrary DAG, let
Gm = (Vin, Em) denote its meta-graph. Let S C Vy, = [n’] denote
an arbitrary subset of meta-nodes and let c5 > 2|S|/n’. Then at least

n’ —|S| (0—25) meta-nodes in Gp, are c5-good. In particular, if |S| < cn’
then at least n’ (CSC;SZC) nodes are c5-good.

Lemma 3.2 states that if u < v are both ¢5-good with respect to
S and both (r*, c¢4)-local expanders then v is reachable from u in
Gm — S. Lemma 3.2 improves upon a result of [31]. In particular,
we achieve laxer constraints on the constants (e.g., 3c4 + ¢5 < 1 vs.
3c4 + 4c5 < 1) at the cost of a slightly longer proof.

Lemma 3.2. Letcg,c5 > 0,r* € N1/, be given such that 3cq +
c5s < 1. FixasetS C Vi, and letu,v € Vp, be given such that (1) u,v
are both cs-good, and (2) u, v are both (r*, c4)-local expanders. Then
u is reachable for v under S.

Proor. Let S C V be given such that v is c5-good under S. We
prove by induction on i > 0 that for r = 2'r* < n — v we have

[Ro,s(r)| = [ (r)| (1 = c4) = [Io(r) N S| (1)
and if » < v we have
RZ’S(r)| > [15()] (1 - e — c5) . @)

First, observe that whenever r < r* < Cis we have |Rv, g(r)| =
|I,(r)| and |RZ S(r)| = ’I:;(r)‘ since the intervals I,(r) and I (r)
contain no pebbles by definition of a ¢5-good node. Thus, our base
case holds when i = 0 since we have r = 2°7* = r*. Given that

equations 1 holds for r = 2! - r* we now show that the equations
also hold for r = 2i*1r*, By the inductive hypothesis we have

R, s@'r)| = () (1-ca) = [Io(r)N S|
> ()1 -cq—cs5)
> cql|ly(r)],

where the last inequality follows because 1 > 2c4 + ¢5. We can now
invoke cs-goodness of v along with the (cy4, r*)-local expansion of
v to argue that

RZ’S(ZiHr*) > RZ,S (Zir*) + (=)L, i, (Zir*)
—yy0ip (Zir*) N S‘
> (1-e)ll (2"+1r*) - ‘IU (z”lr*) nsl,
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where the final step follows from the inductive hypothesis. A sim-
ilar argument holds for 1 and both equations also holds for node
u. WLOG assume that u < v and that v — u > r* (otherwise
the interval between u and v contains no pebbles!) and observe
that for an arbitrary r we have |Rv,5(r)| > 1—c§_—c5 |I,(r)| and
RZ,S(r)) > I_C“T_CS |I;‘,(r)| > ¢4 |IZ| Letr = L%J If &% is an
integer then the argument follows immediately since there must
be an edge from R*u,s(r) to Ry, s(r). If v can be reached from node

u+r+ 1and node u + r + 1 can be reached from node u then we
are done. Otherwise we have two cases :

Case 1: Node u + r + 1 is not reachable from node u. In this case
(r)‘ >y \IZ(r + 1)| and that \RU’S(r + l)| >
4 |I;‘,(r + 1)‘. Since, RZ’S(r) C Iptr+1(r + 1) and R, s(r + 1) C
I,(r + 1) and v is a (r*, c4)-local expanders we must have an edge
from RZ, 5(r) to Ry, s(r + 1) which implies that there is a path from
utov.

Case 2: Node v is not reachable from node u + r + 1. In this case
we note that ‘RZ’S(r)‘ > o4 \I;‘,(r + 1)| and that |R:’S(r + l)‘ >
cq |Iz*,(r + 1)|. Since, R:’S(r+ 1) CLi(r+1)and Ry, s(r) € Lusr+1(r+
1) and u is a (r*, ¢s)-local expanders we must have an edge from

R} (r + 1) to Ry, 5(r) which implies that there is a path from u to
V. O

we note that RzIA,S

Thus far the results that we have proven have been independent
of our graph DRSample. This changes with Lemma 3.3 which is
central to our proof of the theorem. It states that in expectation at
least (1—cg)n’ meta-nodes (e.g., most meta-nodes) in G, are c4 local
expanders. We remark that it is possible to apply concentration
bounds to argue that the number of meta-nodes that are c4 local
expanders is tightly concentrated around its mean. We sketch this
proof in Appendix C — see Lemma C.1.

LEmMMA 3.3. Let G « DRSample(n) and let m = tlogn, r* > 1
and let x € [n’] = [n/m] be a meta-node then x is a (cq, r*)-local
expander in the meta-graph G, = (Vm,Em) except with probability

where

-yl
)y

1
atmost ¢6 = g m2e~2cy(1—cy) (

(204 ln( )+2(1 cy) ln(

XxX=e

Proor. Fixanodev € Vy, and r > r*.
241 > 2rm > 2L Fix X C I¥(r)and Y C

Let i be given such that

I3 . (r) then we have

pmlyl
-
e

(1-y 2c4rr
1 8
Pr(XXYNEy,=0]< (—)

IX1(1 - y)

PrXxYNE,=0] < (1——
8rlogn

If we set |X| = |Y| = c4r then we have

e

We would like to use union bounds to show that (whp) no such
sets X, Y exist. We have (,/ r) such pairs X, Y where, by Sterling’s

inequalities V2zn"t0-%¢™" < n! < en™ 03¢ we have

-y IYlIX|z
8r
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r _ r
(C4r) T (ean)(r — cqr)!

err+1/2
<
A /2”(C4r)C4 r+0.5 \/2”(,, _ c4r)r—c4r+0.5
err+l/2

zn\/;(c4)C4r+1/2(1 _ C4)V—C4r+1/2
27mrea(1 — cq)(cq)47 (1 — cq)7 47
eculn( )+(1 cll)rln(1 C4)

2me~1\Jrea(1 - cq)

Thus, by union bounds the probability that there exists X C I};(r)

andY C I .(r)s.t. |X| = |Y]| = car and X X Y N Ep,, = O is at most
r(1-y)c r(1-yPcir
(1)1);‘” ( , )2 204rln( )+2(1 (:4)rln(1 64) —
e 2
¢ car (2ne’1\/r04(1 - 04))
xr
T 4nle?rey(1—cy)

The probability that a node y is not a (c4, r*)-local expander is
at most

’
n r

S

r=r*

1
x"/r
4r2e=2c4(1 - cq) rzzr* /

1 xr* _xn’+1
~2c4(1—cq) 1-x

1 x"
e 2c4(1—cy) \1—-x

42e2rcg(1 — cq)

4r<m2e

4r* 2

Assuming we can find appropriate constants, the Theorem 3.1
now follows directly from the above claims. Lemma 3.3 implies that
(1—cg)n” nodes in G, are (cq, r*)-local expanders in expectation we
expect to have at least n” — |S| C% — c¢n’ nodes that are both (¢4, r*)-
local expanders and cs-good with respect to S. Lemma 3.2 then
implies that there is a path running through each of these nodes.
Thus, the meta-graph G,, of a random DRSample DAG G is (e, d)-
depth robust where d is a random variable with expectation E[d] =
n' —1S| C% — cen’. Furthermore, Lemma C.1 from the Appendix C
allows us to claim that for any constant € > 0 we have d > n’ —
|S | < —cen’—€en except with negligible probability in n assuming that
x < 1 Thus, G, is (c1n’, can’)- depth robust with ¢y = 1———06 €.
By Claim 1 G is (c¢1n’, coymn’, m)-block depth robust or simply

(Tlogn Cz)/n) -depth-robust. This in turn implies that aAT(G) >

c3n? /log n where c3 = cicoy /7. It remains to find suitable constants
Y, T,c1, C2,C3,C4, C5,C6 and r* to maximize c3 such that all of the
following additional constraints are satisfied:

(1) 0 <cy1,c2,03,c4,05,¢c6 <1,€ >0,

(2) cp<1- % — ¢ — € from Lemma C.1,

(3) ¢3 < cicpy/7 from Theorem 2.4
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(4) 3c4 + c5 < 1from Lemma 3.2

(5) (204 In (c—14) +2(1—cq)In ( 1_1c4

from Lemma 3.3.
(6) csr* < 1from Lemma 3.2.

(0.861)""
() ¢ 2 gmme=e,amcni=086D)

The proof now follows by setting 7 = 160, r* = 8,c4 = 0.2916,¢5 =
0.125,y = 0.1, cg = 0.00861, € = 0.01, c2 = 0.3, ¢c; = 0.038945 and
3 =7.3%x107%

2.2
) - %) < In(0.861)

from Lemma 3.3.

4 GADGET TO BOOST CC

This goal of this section is to build a DAG on n € N nodes with high
exact aAT suitable for use in the construction of memory-hard func-
tions. Theorem 2.4 implies® that if a DAG G is (1 n/log n, czn)-depth-
robust for some constants c; and ¢z then HﬂC(G) > %. Com-
bined with the Theorem 3.1 this implies that algorithm DRSample
already samples a low indegree, simple and locally navigable graph.
Moreover its aAT is bounded by the exact (i.e. non-asymptotic) term
cicoed. Our next theorem shows that we can obtain a better lower
bound on ch by modifying (any block-depth-robust) construction
to essentially eliminate the dependence on c; and directly construct

ci(1-e)n?
—1i1og31 +o(1).

The function aATSample (c.f. Algorithm 2) takes as input a graph
H = (V,E) € Gp,2 with node set V = [n] and returns a graph
G = (V,E) € Gyp,2 with node set V = [2n]. It expects access to a
function GetParenty (v, i) which returns the i" parent of node v €
V in H which it uses to implement G’s analogous parent function
GetParentg(v, i) which is parametrized by a constant ¢ € (0, 1)
given as input to aATSample.

a family of graphs for which Hﬂ (Gp) =

Construction Intuition. The graph generated by aATSample con-
sists of two primary pieces. The first half of the nodes consists of a
(e, d, b)-block depth robust graph with e = c¢in/logn,d = can and
b = Q(logn) e.g., the graph produced by DRSample. It is helpful
to view this graph as a metagraph with Q(n/b) meta-nodes M;.
The gadget making up the second half of the graph consists of a
chain of n/2 nodes with the following property: for each meta-node
M; in the first half of the graph and each interval [v,v + t — 1]
of length t = Q(n/b) in the second half of the graph we have
parents([v,v +t—1]) N MlF # (. Intuitively, moving a pebble from
node v to node v + t — 1 requires us to either (1) start from a con-
figuration with at least e/2 pebbles on the graph, or (2) re-pebble a
significant fraction of the block depth robust graph contained in the
first half of our nodes. We can then adapt a result of Alwen et al. [7]
(see Theorem 2.4) to show that option (2) is the more expensive
choice. On the other hand if we follow option (1) then we will need
to keep e/2 pebbles on the meta-graph for about n/2 steps while
we pebble the second half of the graph.

THEOREM 4.1. Let H € Gy,  with nodes V = [n/2] be
(c1n/logn, can, c3 log n) -block depth-robust
for constants c1, ¢z and c3 and let G = aATSample(H, c3). Then G €

ci(1—€)n?

) then !, (G, > e,

1-€
Gy, 2 and for everye > 0 ifn > 2(0203

8by setting S = 0 and letting T be the sinks of G
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Algorithm 2: An algorithm for sampling a high aAT graph.

Function aATSample(H = (V = [n], E), ¢ € (0,1)):
V = [2n]
E:=EuU{(i,i+1) :ie[2n-1]}
forv € [n+1,2n] andi € [2] do
edges of graph.
E := EU {(v, GetParent®(v, 1))}
of node v

// Populate new

// Get i*" parent

end
return G := (V,E).

Function GetParent® (v,i):
if i = 1 then
‘ u:=i-1
end
else if v < n then

u := GetParentg(v, i)
// DRSample

end
else

m := |clog(n)]

b:=(v—n) mod |n/m|

u:=bm
end
return u

We sketch the proof below and begin with the construction
of G. (The pseudocode describing the construction can be found
in Algorithm 2.) Let n’ = n/2. We start with a graph H,y = (V,E)
with V = [n’]. We will add n’ nodes to form G = (V, E) with V = [n]
initially setting E = E. Setting n’ = n/2 for each i € [n’] we add
the edge (n” + (i — 1),n” + i) to E. Next let m = | c3logn] and let
M={ue€[n] :u=0 mod m} = |n/m].For eachu = bm € [n’]
and every v € [n’ +1,n] such thatv —n’ = b mod |M| we add the
edge (u,v) to E.

Clearly, G has indeg(G) = 2. For a node v € [n’] we have that
indeg(v) < indeg(Hp) < 2. For v[n’ + 1,n] we have at most 2
incoming edges; (v — 1,v) and (bm, v) where b = v —n’ mod |M]|.

Fix a pebbling Py, ..., P; of G and let t; denote the first time step
during which node i was pebbled. In the following discussion set
e = cyn’/logn, d = can’ and b = c3logn’. Suppose that for some
i € [tw, t,—|pm|] we have that |P;| < (1 - €)e. Then we can show

that
tiv|M|

Z ’Pj| > eed .

J=ti
In particular, let G’ = G — V\ancestorsg_p, ([i,i + |M|]). We note
that H, — P; is still (ee, d, b)-block-depth-robust. Thus, G’ is at least
(ee, d)-depth-robust so Theorem 2.4 implies that

tiv|M|

Pi| > H!C(G') > eed .
J
Jj=ti

Let {1 > t,/, be the smallest time step for which |P51| <(1—-e)e
if such a round exists and let v1 be given such that t,,, < {1 <ty 41.



Session E1: Hardening Crypto

In general, once {1 < ... < {; and vy, . .., v; have been defined let
Ci+1 be the least pebbling round such that €11 > £, +|m4+1 and
|P5M| < (1 — e)e if such a round exists. Finally, let v;41 be given
such that ty,,, < €1 < ty,;,,+1. Continue until we have defined a

maximal sequence {1, ..., {j*.
We have

t
Z |Pj| > (1-e€)emax{n/2—mi*,0} +i" x eed
Jj=1

1 —_
> min —e( e)n’ n ed; .
2 2|M|

We have ﬁed = Q(n?) and @ =0 (logn)' Thus, we

can find N > 0 such that for all n > N the second term dominates
and we have

L _ _ 2
S Zmin{M,Led} , al-en
= 2 2|M| 4logn

1-€
In particular this holds for any n > 2( €23 )

REMARK 1. We note that aATSample (c.f. Algorithm 2) yields a
graph G which, except with negligible probability in n, has aAT(G) >
6.08x10~°n? /log n. In terms of provable security guarantees the lower
bound for aATSample improves on our lower bound for DRSample
by an order of magnitude, and it appears to improve on [31] by two
orders of magnitude — see Appendix D. Interestingly, while we can
establish better constants in our proof of security for aATSample the
simpler construction DRSample appears to perform better in practice.

5 EMPIRICAL ANALYSIS

In this section we describe the experiments we ran comparing
various graphs and interpret their results.

Depth-Reduction and aAT Attacks. To empirically investigate the
depth-robustness of a given graph G we implemented five algo-
rithms for constructing a depth-reducing set S for G and measured
the performance of the AB16 pebbling algorithm [5] when using
that set S. The AB16 attacks have been shown to be quite effec-
tive (i.e. have lower than desired amortized cumulative memory
complexity) against many practical iMHFs both theoretically [5,
7, 10, 20] and empirically (even when subject to reasonable con-
straints on parallelism and memory bandwidth) [6]. However, it
is important to note, that it remains unclear in which real world
scenarios the AB16 presents a (financially well motivated) attack
for real world parameters for Argon2i and the iMHF component of
Argon2id. Never-the-less, the empirical results showing the relative
advantage of the new graph distributions when attacked with AB16
type algorithms motivates further cryptanalysis of those graphs
distributions.

The details of AB16 algorithm are not particularly relevant to this
work and we refer the interested reader to [5] for more information.
Importantly though, the AB16 algorithm takes as input a depth
reducing set S as well as a key parameter g € [depth(G — S), n] and

outputs a pebbling P with cost aAT(P) = O (|S|n +gn+ %) From
this is already clear that for a given graph G the complexity of AB16
depends on the choice of the set S. In particular, the smaller the
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set S for a given target depth of G — S the better for AB16. Indeed,
empirically measuring the aAT complexity of executions confirms
this intuition [6].°

We have implemented a variety of old and new improved algo-
rithms for selecting the set S and measured the lowest aAT com-
plexity of AB16 using one of the sampled S sets. More specifically,
our implementation takes as input a DAG G on n = 2K nodes
with k € [14, 24] (sampled according to a particular graph dis-
tribution we are testing). Next, we enumerate over target depths
digr € {2 : i € [3,k — 2]} and for each target depth we use the
“Best Attack” heuristic to construct the smallest depth-reducing
set S. Next we iterate over values of the remaining key parameter
g € [depth(G — S), n] and run the AB16 attack — our implementa-
tion includes the heuristic optimization from [6]. Finally, we output
the pebbling P with minimal aAT(P) over all choices of the key
parameters dyg¢, S and g.

Selecting a Set S. Each depth-reduction algorithm takes as in-
put a target depth d;4; and outputs a set S such that depth(G —
S) < dig¢. The first algorithm is the layered attack of Alwen and
Blocki [5], which has been shown to have good asymptotic perfor-
mance against Argon2i-A [5] and Argon2i-B [6, 20].

The next three attacks are based on Lemma 2.2 (Valiant’s Lemma
[44]) which shows a simple method for selecting a set of edges
for reducing the depth of any given DAG by half. All graphs we
consider have constant indegree so we can simply remove, say, the
origins of the selected edges to obtain a similarly sized set of nodes
for reducing the depth by a half. This approach was used in [5]
to provide a generic upper bound on the aAT of any DAG G with

2
constant indegree: aAT(G) = O (%). The first variant (Lazy

Valiant) simply sets b = 2, computes sets Sy, .. ., STlog, (depth(G))]»
sets Tp = 0 and greedily updates Tj41 :=T; U argmin g, |S j| until
depth(G —Ujet; Sj) < dige- The second variant is the same except
that we set b = 3. Finally, the third variant is the one described
by Alwen and Blocki [5]. Briefly, if we let Go = G then we can
apply one round of Valiant’s Lemma (b = 2) to obtain a set Sp
such that depth (Gy — Sp) < 2[logy (depth(G)-1] Setting Gj+1 =
G; — S; we can iterate until we obtain a graph G = G — Ui':ol Si
with depth(Gy) < dtg:. While the theoretical behavior of Valiant’s
Lemma against highly depth-robust DAGs is well understood in an
asymptotic sense, to the best of our knowledge our experiments
give the first empirical results about the behavior of these attacks
in practice.

The fifth attack is a hybrid which combines the layered attack
and Valiant’s Lemma Attack. Briefly, the attack partitions the nodes
of the graph into @ layers as in [5] and then uses Lemma 2.2 to
reduce the depth of each layer to @ to that the resulting graph
has depth at most d;4;. Finally, the sixth “Best Attack” algorithm
we implemented simply takes the best (smallest) S produced by any
of the four previous algorithms.

“We do not measure the complexity of selecting the set S as this step need only be
performed a single time for a given iMHF with fixed choice of parameters. Thus the
cost can be amortized across all evaluations with those choices. For example, when
performing a dictionary attack on password hashes the cost of selecting S is amortized
across all password guesses for a target hash.



Session E1: Hardening Crypto

Candidate Graphs. As test subjects we implemented a total of 8
graph distributions. As a benchmark we implemented the DAGs
underlying Argon2i-A and Argon2i-B. We also implemented the
DAGs sampled by DRSample and aATSample.

In certain situations where trusted uniform randomness is at a
premium it may be beneficial to have graphs which require less
randomness to sample. To that end we also implemented hybrid
versions HDRSample and HaATSample of our two main construc-
tions. In a nutshell the hybrid versions differ from the originals in
that they now select the range sizes for long edges deterministically
rather than randomly. Their full pseudo-code can be found in the
appendix in Algorithm 3 and Algorithm 5, respectively. The formal
results in the previous sections for DRSample and aATSample carry
over almost unchanged to their hybrid counterparts. Recall that
the algorithm aATSample takes as input a parameter ¢ € (0, 1), we
evaluate the algorithm using the parameters c € {0.1,0.5}.

Finally, for applications where randomness is simply not avail-
able, we have also implemented an (exceedingly simple and efficient)
fully deterministic graph Deterministic. In this graph the second
incoming edge of each consecutive node has double the length
of the second edge for the previous node. This length doubling is
repeated until edges no longer fit in the graph at which point the
next edge has length 2 again and the doubling process begins anew.
Intuitively this approximates the distribution of the edge lengths of
DRSample as that can be seen as first uniformly samples a power of
two to set a range size and then uniformly samples an edge length
within that range size.

Results. We describe three figures which summarize the results
of our experiments.

Figure 1 compares the depth-reducibility of each of the candi-
date DAGs. In particular, we plot depth vs the minimum size of a
depth reducing set found by any of the five attacks. We see that all
new constructions and their variants have better resistance to the
depth-reduction attacks than both Argon2i variants. In particular,
DRSample and HDRSample provide the strongest resistance.

Figure 2 plots the quality of the best attack we found. (Recall that
quality compares the attacker’s aAT against the honest algorithm’s
aAT. A parallel pebbling attack with 3 means it is 3 times more
efficient than the strategy used by honest (sequential) parties when
pebbling the graph.). Once again we see that all new constructions
and their variants have higher aAT cost (smaller attack quality) than
Argon2i-A and Argon2i-B meaning that they are more resistant to
attacks. Once again DRSample and HDRSample offer the strongest
resistance.

Figure 3 compares the empirical performance of the layered
depth-reducing attack [5] with the performance of the Lazy Valiant
attack. In particular, we plot depth vs the minimum size of a depth
reducing set found by the two attacks for 4 of the candidate graphs.
As the plot shows, Valiant’s attack consistently outperforms the lay-
ered attack of Alwen and Blocki [5]. Valiant’s lemma is dramatically
superior when we are attacking highly depth-robust constructions
such as DRSample or Deterministic. We used diamonds to high-
light the curves for DRSample and Deterministic under the layered
attack, since these curves are so close to the bottom right side of the
plot that they are difficult to see. Surprisingly, our results show that
in practice Valiant’s attack also appears to perform slightly better
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Figure 2: Attack Quality vs iMHF Candidates

than the Layered attack against Argon2i-A and Argon2i-B. This,
despite the (known) theoretical upper bounds on |S| for those DAGs
being much smaller for the Layered attack. Based on these empirical
results we conjecture that one could provide significantly tighter
theoretical upper bounds on the size of the set S we obtain when
we use Lazy Valiant to build depth-reducing sets for Argon2i-A and
B. The only known theoretical guarantee is that Valiant’s lemma

yields a set 3] < O (23928 ) such that depth(G - ) < drgt.

6 IMPLEMENTATION

To implement our iMHF we modified Argon2i [15] replacing its
edge structure with that of DRSample. We selected DRSample be-
cause it is simple and our empirical analysis suggests that it offers
the best resistance to attacks. Our source code is available at [33].
The modification involved adding about 5 lines of code for data
independent addressing, and commenting out over thirty lines of
code.

Remark 1: Part of the reason for the dramatic reduction in lines
of code is that we decided to remove support for multiple lanes
(e.g., to support parallelism) as researchers have previously raised
concerns [6] about the high depth-reducibility of an Argon2i DAG
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Depth-Reduction Attacks (n = 224 ~ 107-2%4)

when the number of lanes becomes large!?. At this time we would in-
stead recommend supporting parallelism using the trivial approach:
instantiate several independent iMHF threads (with different salt
values) and hash each of these outputs to produce the final output
block.

Remark 2: While our primary goal was to implement our iMHF
DRSample, the reference code still includes the data-dependent
modes of operation. However, the data-dependent mode of opera-
tion uses the uniform distribution over edges similar to SCRYPT.
The recent security proof for SCRYPT [9] suggests that a uni-
form edge distribution is the right distribution to use for the data-
dependent mode of operation. While SCRYPT has optimal aAT com-
plexity, it is liable to space-time tradeoff attacks (e.g., an attacker
could compute the function in n? steps with maximum memory
usage O(1)). We conjecture that the “id” mode of operation, which
runs data-independent mode for n/2 steps before switching to the
data-dependent mode of operation, might provide much stronger
resistance to space-time trade-off attacks though we leave this
question as an interesting direction for future research.

6.1 Timing Results.

Recall that the goal when designing an iMHF is to find a function
which, for a fixed amount of time used for honest sequential evalu-
ation (e.g. 1/2 second) forces the maximum cost possible per rate
of evaluation on an attacker. Thus we also compared the running
time of the honest evaluation of an iMHF using our new DAGs with
Argon2i-B. We found the new DAGs to actually be marginally faster
than Argon2iB. Despite this, our empirical (and previous theoretic)
evidence indicating that for any given set of parameters the new

011 particular, any directed edge from a node in lane i to a node in lane j # i cannot
exist in the same slice. When sampling a backedge for a node v in lane j Argon2 follows
the following approach: (1) select a random lane ¢, (2) select a (random) predecessor
r(v, j) € [v — 2] of v in lane € and add the directed edge ((r(v, j), £), (v, j)) from
node (r(v, j), €) to (v, j). If £ # j then it is required that v — r(v, j) is large to
avoid deadlocking each thread (e.g., by ensuring that the value for node (r(v, j), €)
is certainly computed in thread ¢ before we try to compute the value for node (v, j)
in thread j. Alwen and Blocki [6] observed that as the number of threads grows
large almost all backedges are long, which makes it significantly easier to construct
depth-reducing sets for their attack.
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iMHFs incur significantly greater amortized area-time complexity
for the adversary.

In more detail we modified the Argon2iB implementation [15] re-
placing its edge structure with that of DRSample. We compared the
time required on an Intel(R) Core(TM) i5-4210U CPU @ 1.70GHz
8GB of memory to evaluate the two iMHFs for a setting with a
single lane, 1GB of memory (i.e. 22° blocks). On average, over 1,000
trials, it took 0.969 seconds (resp. 0.966 seconds) for evaluation
of Argon2iB (resp. our modified iMHF) with standard deviation
o =0.0163 (resp. o = 0.0175) . The faster running time, while mar-
ginal, was statistically significant p < 0.001. Thus, our benchmarks
provide compelling support for our claim that the edge structure
modifications can be implemented without adversely impacting the
impressive speed/throughput of Argon2i.

7 OPEN QUESTIONS

There remains a large gap between the constant factors in the
best known provable lower bounds on aAT for DRSample and
aATSample and the best known upper bounds (attacks) on aAT.
One of the primary open challenges is to improve the constant
terms in the lower bounds for constructions like DRSample or
aATSample or for a new practical construction. We are conjectur-
ing that both constructions aATSample and DRSample can provide
strong memory hardness guarantees in practice, and would en-
courage continuing cryptanalysis of these constructions to confirm
or refute this conjecture. It would also be useful to cryptanalyze
these constructions with respect to other metrics for MHFs such as
bandwidth hardness [41] or sustained space complexity [8, 40].
A related theoretical challenge is to construct a family of

4
—n, ol —— ,logn
logn logl™¢n
-block depth robust DAGs. In fact, we conjecture that DRSample
already satisfies this property. Such a family could be used along

with aATSample to obtain a family of DAGs with aAT provably at
(1-en® 11
logn *
How close to optimal are the depth-reducing attacks on DAGs
like DRSample and Deterministic? We conjecture that the construc-
tions of depth-reducing sets are nearly optimal. If this conjecture
is true it would imply that for n < 224 the quality of any attack on
DRSample is at most 28 [7]. Thus, an important open challenge is
to find smaller depth-reducing set for the specific graph DRSample
with n = 224 nodes (or demonstrate that no smaller depth-reducing
set exists). Is there an efficient approximation algorithm to find a
small depth-reducing set S given a target depth d;4;? While it is
hard to approximate |S| to within a factor of 1.99 [19], it is still possi-
ble that an efficient 2.01-approximation algorithm exists. Similarly,
is there an efficient algorithm to approximate the aAT of a fixed
DAG G? Blocki and Zhou [19] recently showed that aAT is NP-hard

least

4(1-€)n
Tlogn
pebbles on the graph. The graph aATSample constructs would consist of a gadget

Hl=e)n pebbles on the DAG during the last n/2 steps or

logn

2
1n particular, it would cost Q (lgT) to re-pebble the DAG starting with

that forces us to either keep

re-pebble within the next steps. It would cost Q (11725) to re-pebble every

Zlog n
2(1-€)n

steps so it is better to keep Tog

1% m pebbles around for these last /2 steps. Thus,

aAT > (1-e)n® e)n

logn *
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to compute exactly, but an efficient approximation algorithm would
allow us to quickly analyze constructions like DRSample.

Finally, we conjecture that our constructions of practical depth-
robust DAGs might lead to the development of data-dependent
MHFs with provably strong resistance to space-time trade-off at-
tacks.

A MEMORY-HARD VS. MEMORY-BOUND

We show that memory-bound and memory-hard are distinct com-
plexity notions by giving a simple and intuitive separating example.
In other words we describe a function which is memory-bound but
not memory-hard.

Recall that a function f;,, with hardness parameter n € N is
memory-bound if the expected number of cache misses required
to compute f; on fresh input (in the random oracle model) grows
linearly in n. Conversely f,; is memory-hard if, roughly speaking,
the product of (parallel) space-time grows roughly quadratically in
n.

Consider the function f; given by a array A of s uniform random
w-bit values. The function f;, on input x with random oracle H
is defined as follows. Let by = x. For i € [n] let b; = a; where
j = H(bj—1) mod s and set f,,(x) = b,. Roughly speaking this is
the memory-bound function given in [27] and the authors show
that if w * s is at least twice the size of cache then the expected
number of cache misses grows linearly in n. In other words f is
memory-bound.

However, the trivial (sequential) algorithm which computes f;,
by computing the b; values in increasing order of their index shows
that f;, is not memory-hard. Indeed, the time complexity of this
algorithm grows linearly in n but its space complexity remains
constant in n. Thus, the product of its space-time grows only linearly
in n rather than quadratically.

B EXTRA GRAPH CONSTRUCTIONS

C CONCENTRATION BOUNDS

LemMA C.1. Let G < DRSample(n) and let m = (r + 1)logn,
r* = O(1) and let x € [n’] = [n/m] be a meta-node then x is
a (cq, r*)-local expander in the meta-graph »Gm = (Vin, Em) with

probability at most c¢ = where

1 (x
ar*mle2cy(1-cq) \1-x

I

X =e€

Furthermore, for any € > 0 we have that, except with negligible
probability in n, at least n’(1 — ¢ — €) nodes in the meta-graph are
(cq, r*)-local expanders.

ProoF. (sketch) We first show that except with negligible prob-
ability every node is a (c4, n/%)-local expander.

xn1/4
1-x

every node v € Vi, is a (cq, n'/*)-local expander.

CramM 3. Except with probability

3/4
472e=2cq(1 - cy)

The proof of Claim 3 closely follows the proof of Lemma 3.3. It
is included below for completeness. Let EXPAND be the event that
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Algorithm 3: An alternative algorithm for sampling depth-
robust graphs.

Function HDRSample(n € {2} :i e Nx1}):

V= [v]
E:={(12)}
for v € [3,n] andi € [2] do // Populate edges of
graph.
E := EU{(v, GetParent(v,i))} // Get i*" parent of
node v
end

return G := (V,E).

Function GetParent(v,i):
if i = 1 then
I u:=i-1

else
g’ :==v mod log,(n) // Select range size.
g := min(v, 29'*1) // Don’t make edges too long.
r—l[g/2,g] // Select random edge length.

end

returnov —r

Algorithm 4: A deterministic algorithm for sampling (conjec-
tured) depth-robust graphs.

Function Deterministic(n € {2/ :i € Nxq}):

V= [v]
E:={(1,2)}
for v € [3,n] andi € [2] do // Populate edges of
graph.
E := EU{(v, GetParent(v,i))} // Get i*" parent of
node v
end

return G := (V,E).

Function GetParent (v,i):
if i = 1 then
I u=i-1
else
j=v mod log,(n)
end

return v — min{2/,v — 1}

all metanodes are (c4, nl/ #)-local expanders and let EXPy, r+ be the
indicator random variable for the event that node u is a(cq, r*)-local

expander. Conditioning on the event EXPAND the events EXP,, ,+ and

1/4

EXPy,+ are independent whenever |v — u| > 4n'/*. We can now

set Bj = ; EXP in1/a pr for each j < 4n'/4. Since Bj is the sum
of independent random variables we can apply chernoff bounds+
union bounds to show that except with negligible probability we

have E [Bj] -Bj < 6#1//4 foreachj < 4n'/4 1t follows that 2jBj 2
m]

(1 — c¢ — €)n’ except with negligible probability in n.
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Algorithm 5: A alternative algorithm for sampling a high aAT
graph.

Function HaATSample(H = (V = [n],E), ¢ € (0,1)):
V :=[2n]
E:=Eu{(i,i+1) :i€[2n-1]}
forv € [n+1,2n] andi € [2] do

edges of graph.

E := EU {(v, GetParent®(v, i))}
of node v

end
return G := (V,E).

// Populate new

// Get i parent

Function GetParent® (v,i):
if i = 1 then
‘ u=i-1
end
else if v < n then

gQ—{l,UogZ@AJ-+1] // Select random range
size.
g:= min(v,29) // Don’t make edges too long.
r—[max(g/2,2), 9] // Select random edge
length.
u=v-r
end
else
if v =1 mod 2 then
| ue[n]
end
else
g1, [logy(v)| +1] // Select random range
size.
g:= nﬁn(v,zgﬁ // Don’t make edges too
long.
r—[max(g/2,2), g] // Select random edge
length.
u=v-r
end
end
return u

Proof of Claim 3. Fix anode v € Vi, and r > nl/4 Let i be given

such that 211 > 2rm > 2/, Fix X C I};(r) and Y C I} (r) then we
have
_ a-y?IYlix|z
_ X1 -\
Pr[XXYNEm=0]<[1- >0—* <!
8rlogn e

If we set | X| = |Y| = car then we have

(l—y)zcir‘r

1

Pr[XxYﬂEmz(Z)]S(
e

We would like to use union bounds to show that (whp) no such
sets X, Y exist. We have (

C4r
inequalities V27n"*0%e™" < n! < en™0-3¢™", we have

)2 such pairs X, Y where, by Sterling’s
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r

(car)!(r — cqr)!

e

err+1/2
<
A /2”(c4r)04r+0.5 A ’271'(?‘ _ C4r)r—C4r+0.5
err+1/2

2”\/;(64)C4r+1/2(1 _ 04)r—C4r+1/2

e

2mJreg(1 — cq)(cq)47 (1 — cg)T =647

equn(i)#—(l—q)rln(ﬁ)
2me1Jreq(1 - cq)

Thus, by union bounds the probability that there exists X C I};(r)
andY C I, (r)st.|X|=1|Y| =carand X X Y N E;, = 0 is at most

)
( (2ret Vet —en))

xr

r(l—y)chr

‘z'(l—)/)2 cir
8

8

6204r ln( i)+2(1—c4)r ln( 1_1C4

e

IA

Cqr

4m2e2req(1—cq)
The probability that a there exists a node y that is not a (¢4, nl/4%)-

local expander is at most

, ,
n
r n

Z x"/r

—nl/4

(xn1/4 n’+1

n

n ),

r=nl/4

472e=2req(1 - cq) 472e 2c4(1 - cy)
.

n3l4

472e 2c4(1 — cy)

- X

)

|

3/4 n

n
472e 2c4(1 - cy)

X

1-x
where this last term is negligible as long as x < 1.

D CONSTANTS FROM OTHER
CONSTRUCTIONS

Peeking under the hood of the [31] construction we see that the
DAG G’ on n’ nodes has

indeg(G’) =6 > 10 logn’ +4logn’

“1log2 (=)

and is (en’, en’)-depth robust. After applying indegree reduction [7]
we have a DAG G onn = 2n’ nodes that is (en’, en/2)-depth robust,
and hence H!C(G) > €%n?/(45). The parameters € and e; must be
selected subject to the following constraints

1—€4 > 2¢,

€5 > €2,

€1 > (2¢/e3),
1— € —3€3 > €5 and

.
°
.
.
e e/5>€ >0
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To obtain the best lower bounds we want to maximize

62

c=

10 ———2

By .y

subject to these constraints. The best parameters we were able to
find had ¢ < 4.72x 1077 (¢ = 0.0714, ¢; = 0.05, &3 = 1/4 — €,
€3 = 1/6, €4 = 0.857 and €5 = 1/4).

By comparison, the constants in the lower bound on the aAT for
Argon2i-A shown in [7] are larger. In particular, it is shown that
any legal pebbling must pay

|| nl3
nles—"
e 9.6 X 107 log? n
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